International Journal of Modern Electronics and Communication Engineering (IJMECE)
Volume No 4, Issue No 6, November, 2016

ISSN: 2321-2152

“Transfer of Digital Image by Using Divers Image
Media for Security Purpose”
Mangla S. Dantulwar, M. Tech. (EC),
priyadarshni Bhagwati College of Engineering,
Nagpur maharastra, India
manglamungilwar@gmail.com

Puja V. Gawande Assistant Professor
priyadarshni Bhagwati College of Engineering,
Nagpur maharastra, India
p.gawande@gmail.com

Abstract: Transfer of digital image through computer aided environment is a big problem today. visual secret sharing (VSS) schemes is used to
hide secret images in shares transparencies or printed form are encoded and stored in a digital form. The drawback of VSS schemes suffers from
a transmission risk problem while sharing shares contains in Secret Images. To avoid this problem, we proposed a natural-image-based VSS
scheme (NVSS scheme) that shares secret images through various media to protect the secret and the participants during the transmission. The
proposed (n, n)- NVSS scheme it has used to share one digital secret image over n-1 arbitrary selected natural images (called natural shares) and
one noise-like share. The natural shares can be photos or painted pictures in digital form or in printed form. The noise-like share is developed
based on these natural shares and the secret image. We also introduced possible ways to hide the noise like share to reduce the transmission risk
problem for the share.
Keywords: Extended visual cryptography scheme, natural images, transmission risk. Visual secret sharing

I.

INTRODUCTION

Visual Cryptography (VC) is a traditional method that
encrypts a secret image into n shares, in which each participant
holding one or more shares. One who holds less than n shares
cannot give any information about the secret image? Secret
images can be of numerous types: images, handwritten
documents, photographs. Sharing and delivering secret images
is also known as a visual secret sharing (VSS) scheme.
Sharing visual secret images in computer-aided environments
has become an important issue today. It has two
disadvantages: 1) there is a high transmission risk 2) the
meaningless Shares are not user friendly. The Extended Visual
Cryptography Scheme (EVCS) is user-friendly VSS scheme
provided some better solutions to overcome with the associate
issue. The proposed scheme can share a digital secret image
over n-1 arbitrary natural images. These unaltered natural
shares are totally innocuous, thus greatly reducing the
interception probability of these shares. We develop efficient
Encryption/decryption algorithms for the (n, n) -NVSS
scheme. The proposed algorithms are applicable to digital and
printed media. The possible ways to hide the generated share
are also discussed. The proposed NVSS scheme not only has a
high level of user friendliness and manageability, but also
reduces transmission risk and increses the security of
participants and shares invoved in it.

II.

II. THE PROPOSED SCHEME

A. Background In visual cryptography, the one-time pad
(OTP) is used , which proved to be impossible to break if
used correctly, was developed Conventional visual secret
sharing (VSS) schemes hide secret images in shares that are
printed on transparencies or are encoded and stored in a digital
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form. The shares can appear as noise-like pixels or as
meaningful images; but it will increased interception risk
during transmission of the shares. Hence, VSS schemes
undergo a transmission risk problem for the secret itself and
for the participants who are involved in the VSS scheme. To
solve this problem, we proposed a natural-image-based VSS
scheme (NVSS scheme) that shares secret images through
different media to protect the secret and the participants during
the transmission phase. The proposed (n,n)- NVSS scheme can
share single digital secret image over n-1 arbitrary
selected natural images (called natural shares) and one noiselike share. The natural shares can be photos or painted pictures
in digital form or in printed form. The noise-like share is
generated based on these natural shares and the secret image.
The unchanged natural shares are diverse and innocuous, thus
greatly reducing the transmission risk problem. We also
propose different possible ways to hide the noise-like share to
reduce the transmission risk problem for the share.

2.1 Background
Recover the original secret image. In cryptography, the onetime pad (OTP), is used to protect data from unwanted user.
The vss scheme is similar to the OTP encryption system. In a
VSS scheme, the secret random key and the cipher text that
can be used as two shares in the scheme were given to two
participants who participate in the scheme. Instead of
generating a secret random key, we extract the secret key from
an natural image in the NVSS scheme. The natural image and
the generated share were distributed to two participants. In
decryption process, the secret key will be taken out again from
the natural image.
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2.2. The Proposed (N, N)-Nvss Scheme

Figure 1: Encryption process
As Fig. 1(a) shows, the encryption process of the proposed (n,
n)-NVSS system there are two main phases: feature extraction
and encryption. The natural shares (N1, … , Nn-1)include np
printed images(denoted as P) and nd digital images (denoted
as D), np>=0,nd>= 0, np+nd>=1 and n=np+ nd+ 1. The
feature images (F1,…, Fn -1) were extracted from the same
natural image

III.

III.THE PROPOSED ALGORITHMS

3.1 Feature Extraction Process
This process shows how to extract feature module which
further extract feature image from the natural image.

3.1.1 The feature Extraction Module
Consider that the size of the natural shares and the secret
image are w*h pixels and each natural share is divided into a
number of b*b pixel blocks before feature extraction starts.
Feature extraction module has three processes— binarization,
stabilization, and chaos processes. In the binarization process
binary feature matrix is extracted from natural image N. Then,
the stabilization maintains the occurrence frequency of values
1 and 0 in the matrix. Finally, the chaos process scatters the
clustered feature values in the matrix. To obtain an
approximate appearance probability for binary values 0 and 1,
the median value M of pixels in the same block is select as the
threshold. Hence, for each block, the extraction function of
pixel (x, y) of N is given as follows: 𝑓𝑥 ,𝑦=F(𝐻𝑥 ,𝑦 )= 1, 𝐻𝑥
,𝑦 ≥ 𝑀, 0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.
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Figure 3: Flow of the image preparation process.

Fig. 3 : An example of the image preparation
To decrease the difference in the content of the acquired
images between the encryption process image the content of
the image is owned by the electronic devices such as phone or
digital camera. To reduce the differences between the content
of encryption and decryption process images, the type of
acquisition devices and parameter setting should be same or
similar in both process. Then we should crop the extra image
before resizing the image for the same dimension of the
natural image.
Figure 2: Decryption process
The use of stabilization process is to balance the number of
black and white pixels of an extracted feature image. The
number of unbalanced black pixels Qs can be calculated by
𝑄𝑠= 𝑓, ∀ 𝑥1≤𝑥 ≤ 𝑥 𝑏 ∀𝑦1 ≤𝑦2 ≤𝑦𝑏 (2) The chaos process is
used to eliminate the texture that comes on the extracted
feature images and the generated share.

3.2Encryption/Decryption Algorithms
The proposed (n, n)-NVSS scheme can encipher a true-color
secret image by n-1 innocuous natural shares and one noiselike share. Before encryption (resp. decrypt) of each bit-plane
of the secret image, encryption algorithm first extracts n-1
feature matrices from n-1 natural shares. Then the bit-plane of
the secret image (resp. noise-like share) and n 1 feature
matrices execute the XOR operation (denoted by to obtain the
bit-plane of the share image (resp. recovered image).
Therefore, to encrypt (resp. decrypt) a true-color secret image,
the encryption (resp. decryption) procedure must be performed
on the 24 bit-planes. Encryption: Input images include n -1
natural shares and one secret image. The output image is a
noise-like share. Decryption: Input images include n -1
natural shares and one noise-like share. The output image is a
recovered image.

3.3 Hide the Noise-Like Share
3.1.2 The Image Preparation and Pixel Swapping Process
Image preparation and pixel swapping processes are used for
preprocessing printed images and for post processing of the
digital image respectively. The printed images will be used for
sharing secret images, but the contents of the printed images
will be owned by computational devices and then transformed
into digital data.
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In this system steganography and the Quick-Response Code
(QR code) methods are introduced to conceal the noise-like
share and further decrease the intercepted risk for sharing
during the transmission period. In the proposed NVSS scheme,
a dealer can hide the generated share by using the available
steganography. The information that can be hidden in a cover
image is limited to a certain extent and it depends on the
hiding method used. To embed the generated share in a cover
image, the dimension of the cover image must be larger than
that of the secret image. If the share can be hidden in the cover
image and then can be obtained totally, the secret image can be
recovered without any distortion.. The QR code, which
encodes meaningful information in both the dimensions and in
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the vertical and horizontal directions, is capable to carry up to
several hundred times the amount of data carried by barcodes.
The code is printed on physical material and can be read and
decoded by various devices, such as barcode readers and smart
phones. It is this ubiquitous nature of the QR code that makes
it important for use as a carrier of secret communications.

ISSN: 2321-2152

images via heterogeneous carriers in a VSS scheme. Second,
introduce hand-printed images for images-sharing schemes.
Thirdly, it provided very useful and important concept and
method for using unaltered images as shares in a VSS scheme.
Fourthly, method to store the noise share as the QR code. The
proposed work is a better solution for high scale secure
communication
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