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Abstract: Key management is one in all the foremost vital issues of any secure communication. With the increasing demand for 

the transmission security in wireless detector networks (WSNs), it's pressing to introduce the secure and reliable key management 

scheme into the WSNs. during this paper, we have a tendency to projected  a hierarchical key management theme to make sure the 

security of the network services and applications in WSNs. Scrutiny to the cluster key management protocol, our projected 

methodology will save a lot of computing and transmission energy through hierarchical style. Moreover, we improve the OFT 

(one-way hash perform tree) by CRT (Chinese Remainder Theorem) in order that it will be utilized in the large-scale WSNs. we 

have a tendency to designed some experiment to guage the protection and performance of this methodology, and also the 

experimental  results show that the projected methodology are able to do satisfying results. 
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I. INTRODUCTION 

The use of wireless sensors is on a pointy rise due to the very 

fact that they supply period of time watching and area unit 

probably low price solutions to a range of real-world 

challenges. However, once sensors are deployed in severe 

setting, especially, the adversary region, they're prone to be 

physically attacked. Thus, the protection of the network 

services and applications is one in every of the most serious 

issues forWSNs. Before a WSN will exchange knowledge 

firmly, encryption keys should be established among detector 

nodes. Key distribution refers to the distribution of multiple 

keys among the detector nodes, which is typical during a non-

trivial security theme. Key managements could be a broader 

term for key distribution which also includes the processes of 

keys setup, the initial distributions of key and key revocations.   

 

Table 1 shows the fundamental needs of WSNs. These needs 

act because the constraints within the design and realization of 

key management. During this paper, we have a tendency to 

propose a hierarchical key management theme to make sure 

the protection of the network services and applications in 

WSNs. The proposed technique will meet all the wants listed 

in Table one and it will save the computing and transmitting 

energy. Moreover, we have a tendency to improve the OFT[l] 

by CRT in order that it is employed in the large scale WSNs.  

 

 

 

 

 

 

 

 

 

 

 

Table 1 Basic requirement for WSNs. 

 

II. RELATED LITERATURE 

Key management has remained a difficult issue in WSNs 

because of the constraints of sensing element node resources. 

Varied key management themes that trade off security and 

operational needs have been projected in recent years. 

Eschenauer and Gligor[2] projected a straight forward and cost 

saving key management theme for theWSNs. Zhu and Steic[3] 
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projected a hybrid key management scheme, LEAP, that uses a 

predistributed key to ascertain four styles of keys.  However, 

since WSNs area unit dynamic networks whose topology area 

unit continually ever-changing, the above static key 

management schemes cannot meet the full demand of WSNs. 

Recently, researchers projected some dynamic key 

management schemes. Du[4] projected a robustness key 

management theme that provides node authentication in AN 

Eschenauer-like scheme. However, this technique does not 

support for cluster operation. Moreover, by victimization this 

technique, the nodes within the same watching space 

continually do  the same job that result in high relative 

energy/time value. To support the cluster operation, some 

researchers introduce the cluster primarily based key 

management into WSNs, like RLKM[5], and so on. These 

cluster primarily based ways solve the problem of cluster 

operations successfully. To our greatest knowledge, the matter 

of the relative value has not been solved however. 

 

In this paper, we have a tendency to propose a hierarchical key 

management theme that might save the relative cost scrutiny to 

the cluster primarily based ways. 

III. PROPOSED SCHEME 

3.1 The topology of WSNs 

As shown in Fig.l, the wireless detector networks used in this 

paper consists of head nodes (selected through some special 

formula, e.g., energy-based, location-based then on) settled at 

the middle of different watching space. In every watching 

space, there are variety of traditional detector nodes 

surrounding every head node and compose many groups, that is 

named terminal teams (TGs). In addition, we tend to build the 

subsequent assumptions regarding the configuration of the 

network. 

1. All the detector nodes ar stationary. 

2. Every detector node contains a buffer to avoid  

wasting the key  information. 

3. The detector nodes within the same TG discuss the 

communication key by some key agreements. 

4. The key for various BGs ar freelance. 

5. The detector nodes communicate with the top node 

by single-hop mode. the top nodes communicate with 

the sink node directly. 

 

3.2 Logical structure of the system 

To reduce the relative value within the key change process, 

we tend to propose a superimposed design cluster key 

management theme. 

 

 

 

Figure 1. The architecture of the wireless sensor 

network 

The projected system has 2 logical layers: the gateway layer 

and also the terminal layer. 

 Master-node layer 

- Created of the top nodes; 

- Collect the node data of its motoring space 

and request the intergroup key from the sink; 

- Distribute the inter-group key to the terminal 

layer. 

 Terminal layer 

- Created of the traditional nodes; 

- Request the communication key from the 

entry layer through causation identifcation 

data. 

3.3 Protocol description 

There are 2 crucial principles for the protocol design: 

• Massive scale - the protocol are often applied to the 

WSNs, that have a varied sensing element nodes. 

 

• Dynamic key management the communication keys are 

often update once a  node be a part of or leave. 

• Low redundancy value - totally different nodes (special 

the neighbor nodes) needn't to deal with the reduplicate 

messages. 
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To solve on top of issues, we have a tendency to adopt a 

unique key management protocol supported the structure 

described in Section 3.2. Within the planned protocol, the 

nodes {in totally different in several in numerous} layers use 

different ways to negotiate the communication keys. The 

methods for the entrance layer relies on OFT[I], while  that of 

the terminal layer relies on CRT. 

 

3.4 System deployment and initialization 

According to cathode-ray tube, the sink generate a seed key 

pool: P={m,m2,m3, ...,md} the seed keys are pairwise coprime 

and k is massive than N(the range of deployed node). 

• Before deploying the sensing element nodes in hostile 

feld, the sink assign the seed key m; , secret  key Xi and 

range IDlO every node. 

• The nodes were deployed as Fig.I. Then many 

neighboring nodes kind a terminal group as Fig.I and 

generate a head node in accordance to election 

mechanism. 

IV. PERFORMANCE EVALUATION 

4.1 Security analysis 

The security of our theme is often explicit as follows: 

• Forward secrecy 

In wireless sensing element network, the node is extremely 

easy captured. Once a node was compromised and evicted, the 

cluster key should be update and the compromised node cannot 

cipher the future cluster key. In our theme, if a noral  node 

leaves, the terminal cluster can establish a new cluster key 

consistent with cathode-ray tube. The compromised node 

cannot cipher the new group key. And if a head node was 

evicted, the 2 layer cluster can update two new cluster key, and 

{also the} evicted node also cannot cipher new key. 

• Backward secrecy 

When a replacement node be a part of the wireless sensing 

element network, rock bottom cluster that the node joined can 

update new cluster key. According to CRT, the new node 

cannot compromise any earlier key. 

 

4.2 Performance analysis 

Assumed that there ar N nodes in WSN, and d denotes the 

peak of the key tree. within the tree-based  group key 

management theme [5], when a new node joins the WSN, the 

theme desires renew all the nodes, and therefore the 

communication quality is O(dlog-d-d). once a node leaves the 

WSN, the communication quality is O(dlogd). In our theme, 

once a node joins, the  communication quality is O(B) , where 

B denotes the quantity of the terminal cluster nodes. When a 

node leaves, the communication complexity is as follows: 

 

 

Likelihood of the departure node is the same, and therefore 

the average of communication complexity is 

 

 

Above all, our theme reduces the burden of updating the 

cluster key once a node joins or leaves the WSN. 

 

V. CONCLUSIONS 

In this paper, we have a tendency to propose a class-

conscious key management theme to confirm the safety of the 

network services and applications in WSNs. 

Comparing to the cluster key management protocol, our 

planned methodology will save additional computing and 

transmission energy through class-conscious design. Moreover, 

we have a tendency to improve the OFT (one-way hash fnction 

tree) by CRT(Chinese Remainder Theorem) in order that it are 

often employed in the large-scale  WSNs. we have a tendency 

to compare our theme to some wide used key management 

methodology through some experiment, and therefore the 

results show that the planned method can do satisting results. 
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