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Abstract: In this work, the goal is to implement a PRESENT cipher onto a Field Programmable Gate Array (FPGA) platform. The proposed
design uses a 4-bit data-path to reduce hardware size instead of the conventional 64-bit path. Instead of traditional look-up table (LUT) based SBox, the S-Box is implemented through Karnaugh mapping. Further factorization is also done to reduce the size of Boolean S-Box. Instead of
using one static S-Box, 16 key dependent S-Boxes were used. As a result, FPGA implementation of the PRESENT cipher requires 229 slices on
Virtex-5 XC5VLX50.
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I.

INTRODUCTION

As technology improves, more and more devices are
connected to the internet in the new technological revolution
called “IOT”. So, the need for security has increased. From
contactless “RFID” to remote sensing operations, there is a
need for encryption. Encryption is deﬁned as the method of
encoding the data or information which ensures that only
legitimate users can access the data thereby securing the
information against the third parties. Apart from the prevention
of the snooping, encryption also rejects the information or data
which is intelligible from the interceptors or non-legitimate
users. Though the conventional encryption is sufﬁcient for a
normal operation, the resource constraint nature of sensors
forbids their use [16]. Hence the need for a new branch of
cryptography called lightweight encryption has been evolved.
This branch specializes in encryption for resource constraint
ﬁelds like sensors and RFID. One of the prominent candidate is
the PRESENT encryption algorithm.
Developed in 2007 by Andrey Bogdanov, Present algorithm
consists of 31 rounds based on the substitution-permutation
network (SPN). The key can be either 80-bit or 128-bit
depending upon the level of security and application required.
The plain text and cipher text are 64-bit. Each round of 31
rounds consists of XOR operation to introduce a round key Ki
for 1 ≤ i ≤ 32, where K32 is used for post-whitening, a linear
bitwise permutation and a non-linear substitution layer. The top
level algorithm description is given in Fig. 1.
The non-linear layer consists of 4-bit S-Box S which is
applied 16 times in parallel in each round. The present S-Box
has 4-input and 4-bit output and is one of the smallest one S
Box in encryption. The permutation layer is simply rewiring so
it’s very efﬁcient to implement in hardware since it does not
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Figure 1. Top level algorithm

take any area. The S-Box and permutation layer is given in
Table I and Table II respectively.
In 2008, Carsten Rolfes et al. [2] showed that the datapath of
the architecture can be reduced from 64-bit to 4-bit in the
serialized architecture. The division can be by any multiple of
4. This architecture has been the basis of many which followed
having achieved the lowest areas at the time.
Sufyan Salim Mahmood et al. [5] proposed that having 16 SBox rather than one, the complexity of each round of S-Box in
the algorithm increases. This in turn increases the amount of
time required in attacks. J. J. Tay et al. [10] introduced a novel
way of storing the S-Box. Rather than using LUTs or BRAMs,
they used Boolean functions which were further factorized to
store the S-Box. This enabled them to have an architecture
which has one of the lowest area at that time.
Andres Lara et al. [11] showed that the size of both the SBox and the permutation layer can be reduced to a 16-bit datapath. Though this architecture lacked the provisions for key
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scheduling. This idea was further developed by them in [13]
where they allowed a key scheduling mechanism.
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[11] architecture was not chosen as it would have made us use
four S-Boxes. The S-Box consists of the 16 S-box proposed by
[9].

Table 1.THE PRESENT S-BOX [1]

Table 2. THE BIT PERMUTATION IN THE PRESENT [1]

Figure 2. Proposed algorithm

Using the techniques presented in [10] we can decrease the
size of the S-Box by using karnaugh mapping on each of the
outputs of the 16 S-Box and then factorizing them accordingly
to give the most efﬁcient design. The S-Box are then stored in
terms of logical gates rather than in the form of LUT or
BRAM. Since the proposed S-Box is made up of factorized 16
S-Boxes, it is a better idea to just have one, inherent to its size.
The architecture for proposed algorithm is shown in Fig. 2.

A. The S-Box

In the proposed system instead of a single S-Box, 16 SBoxes are used and their values are chosen carefully to resist
the linear and differential cryptanalysis. Since S-Boxes are nonlinear in nature and constitutes the highest area in the cipher,
we use karnaugh mapping to map the S-Box using logical gates
rather than LUTs AND BRAMs. The four output bits of
PRESENT S-Box give us four sum-of-product equations for
each S-Box. To further reduce the area, we factorized the
common factors of the 64 expressions. Hence a total of 16
factors were derived. Section 2 gives a brief overview of the
proposed algorithm, the S-Boxes and the factors for the SBoxes. Section 3 displays the implementation results and
comparison with related works.
II.

PROPOSED ALGORITHM

The overall architecture closely follows the serial
architecture in [2]. Two 64-bit registers were used to store the
key and the plaintext. The data-path is chosen to be 4-bit since
it allows us to use only one S-Box. This is the reason why the
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S-Box stands for Substitution-Box. It is a basic element of
the algorithms which does substitution operation in the
symmetric key architectures. They are used particularly to
make the relationship between the key and the ciphertext
unintelligible in block ciphers. This is termed as “property of
confusion” by Shannon. Generally, an S-Box transforms the
input bits, m into the output bits, n. An S-Box of dimension
mxn can be formed as a Look-Up-Table with 2m words (for n
number of bits). The 16 S-Box should be able to meet the
same characteristics as the present S-Box. These
characteristics are related to linear and differential
cryptanalysis. After analysis 16 S-Boxes were chosen [9]. The
16 S-Boxes are given as follows:
S0 = [3,8,15,1,10,6,5,11,14,13,4,2,7,0,9,12];
S1 = [15,12,2,7,9,0,5,10,1,11,14,8,6,13,3,4];
S2 = [8,6,7,9,3,12,10,15,13,1,14,4,0,11,5,2];
S3 = [0,15,11,8,12,9,6,3,13,1,2,4,10,7,5,14];
S4 = [1,15,8,3,12,0,11,6,2,5,4,10,9,14,7,13];
S5 = [15,5,2,11,4,10,9,12,0,3,14,8,13,6,7,1];
S6 = [7,2,12,5,8,4,6,11,14,9,1,15,13,3,10,0];
S7 = [1,13,15,0,14,8,2,11,7,4,12,10,9,3,5,6];
S8 = [0,3,5,8,6,9,12,7,13,10,14,4,1,15,11,2];
S9 = [0,3,5,8,6,12,11,7,9,14,10,13,15,2,1,4];
S10 = [0,3,5,8,6,10,15,4,14,13,9,2,1,7,12,11];
S11 = [0,3,5,8,6,12,11,7,10,4,9,14,15,1,2,13];
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S12 = [7,12,14,9,2,1,5,15,11,6,13,0,4,8,10,3];
S13 = [4,10,1,6,8,15,7,12,3,0,14,13,5,9,11,2];
S14 = [2,15,12,1,5,6,10,13,14,8,3,4,0,11,9,7];
S15 = [15,4,5,8,9,7,2,1,10,3,0,14,6,12,13,11];
The S-Boxes S1−S8 are Serpent S-boxes, but the S-Boxes
S9 − S12 are from [12] while the S-Boxes S13 − S16 are
Hummingbird S-Boxes.
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Table 3. Boolean SOP expressions for one of the 16 PRESENT S-Box
generated from Karnaugh mapping

Table 4. Expressions for corresponding PRESENT S-Box after
factorization.

B. Boolean S-Box
As previously done in [10], we also used karnaugh mapping
to make simpliﬁed S-O-P expressions. Throughout the paper
the input bits are denoted as {a,b,c,d} while the output bits as
{w,x,y,z} . This resulted in 4 expressions for each S-Box
totaling to 64 expressions for all the 16 S-Boxes. The Boolean
expressions help us to further optimize the rigid S-box and can
be pipelined easily to increase the throughput if need be. The
expressions for one of the S-Box are given in Table III.

C. Factorization
Factorization is a method of bringing out the common
factors in a Boolean expression which is given in a SOP (SumOf-Products). Due to the large number of expressions, a lot of
common factors could be deduced. These common factors are
operations that need to be calculated once and can be reused
over the entire design. This helps us to further decrease the
size of the S-Box. The expressions after factorization are given
in Table IV.

D. Choosing the S-Box
The key is responsible for the S-Box chosen, the elements of
the Key are XOR with themselves to give us the value
between 0-15 and that corresponding S-Box is chosen. For
instance, consider a 64-bit key which is of 16 digits and each
digit is of 4-bit size. Hence, from the range 0 to 15, there are
16 such numbers that can be represented within 4-bit size. This
is illustrated in Fig. 3.

III.

IMPLEMENTATION RESULTS

Our proposed PRESENT cipher is implemented on the
Xilinx Virtex-5 XC5VLX50 and requires 229 slices for the
design. This uses the same platform as [8] and [10]. The
results are shown in Table V. It should be noted that the large
area of the proposed is mainly because of the large size of the
S-Box. It is believed that area reduction cannot be done as SBox is non-linear in nature.
By considering the operating frequency RFID sensors of
13.56 MHz [15] we can re-calculate the throughput as given in
Table VI. From Table VI, it is observed the throughput far
exceeds the upper bound of 100 kbps required for RFID [14].
Hence encryption takes place faster than the rate of data
transfer for RFID.
Table 5. Results and Comparison with related works

Design

Flip
flops

LUTs

Slices

Latency
cycles

No of Sboxes used

[1]

200

300

202

32

1

Proposed

171

473

224

563

16

Figure 2. Choosing the S-Box
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IV.

CONCLUSION

In this paper, we present an implementation of the
lightweight block cipher PRESENT on FPGA which utilizes
dynamic S-Boxes. The number of S-Boxes was reduced to one
by adopting a 4-bit datapath. In addition, we managed to reduce
the area requirement of the S-Box through Karnaugh mapping
and further factorization. Linear and differential cryptanalysis
determines that these S-Boxes are more secure than the
standard present algorithm S-Box. The use of dynamic key
dependent S-Boxes helps in increasing the security by
improving the complexity of S-Box in each round from 28 to
212. Hence the attacker needs more time to recover the key.
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